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DETAILED ACTION 
Claim Rejections - 35 USC § 103 

1 . The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

2. Claims 1-16, are rejected under 35 U.S.C. 103(a) as being unpatentable over Friedman 
(U.S. patent 5,499,294) in view of Ruhl et al (U.S. patent 7,130,445). 

Regarding claim 1, Friedman discloses an image verification apparatus comprising 
(column 4, lines 19-29, the invention is to provide a solution to the problem of authenticating 
digital image files for verification); 

verification unit adapted to verify whether an image file has been altered (column 6, lines 
3 1-52, digital processing system programmed with same hashing algorithm used in digital 
camera and a secure image hash using a decryptor 22 comprising a digital processing system 
with public key as a second input to decrypt the digital signature. A comparator receives the 
image hash from the decryptor for matching. If the single bit in the image being authenticated 
has been altered, the two hashes will not even closely match the image's authenticity will be 
indicated as not being affirmed by an authenticity output signal). 

Friedman discloses (column 5, lines 54-65, viewing the captured image for authentication, 
and further column 6, lines 31-52, a comparator receives the image hash from the decryptor for 
matching. If the single bit in the image being authenticated has been altered, the two hashes will 
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not even closely match the image's authenticity will be indicated as not being affirmed by an 
authenticity output signal, further Fig. 4, column 7, line 58 through column 8, line 25, finally all 
valid public keys is desirable to defeat a counterfeiter, would result in the declaration by the 
comparator of mismatch between the secure image hash from the decryptor). But does not 
explicitly state its corresponding " display form of accessory information of the image file when 
the image file is detected to have been altered". On the other hand Ruhl in the same field of 
authenticating and verifying documents teaches (column 24, lines 44-64, the display 900, printer 
1000. If the hash value comparing circuit, routine or manager outputs under control of controller, 
a signal or indication via the input/output interface to display, that document has been altered). 

Therefore it would have been obvious to one having ordinary skill in the art at the time the 
invention was made to modify Friedman invention according to the teaching of Ruhl because 
combination of Friedman and Ruhl provides notification of information that may have been 
altered and display that document has been altered, which can easily be implemented to a 
verification device. 

Regarding claim 2, Friedman discloses the apparatus according to claim 1, wherein said 
display form change unit includes unit adapted to erase the accessory information of the image 
file (see claim 1, also column 6, lines 2-30). 

Regarding claim 3, Friedman discloses the apparatus according to claim 1, wherein said 
display form change unit includes unit adapted to add a predetermined sign to the accessory 
information of the image file (see abstract, the digital camera for calculating a hash of the image 
file using predetermined algorithm). 
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Regarding claim 4, Friedman discloses the apparatus according to claim 1, wherein the 
accessory information contains information (column 7, lines 18-45, containing information). 

Regarding claim 5, Friedman discloses the apparatus according to claim 1, wherein the 
accessory information contains information on an apparatus, which has generated the image file 
(column 6, lines 2-11, generating image file and storing on a medium in camera system). 

Regarding claim 6, Friedman discloses the apparatus according to claim 1, wherein said 
verification unit includes unit adapted to detect whether the image file has been altered, by using 
a common key of common key cryptography (column 7, lines 6-16, public key cryptography). 

Regarding claim 7, Friedman discloses the apparatus according to claim 1, wherein said 
verification unit includes unit adapted to detect whether the image file has been altered, by using 
a public key of public key cryptography (column 7, lines 18-45, verification for alteration). 

Regarding claim 15, Friedman discloses a computer program causing a computer to 
execute an image verification method defined in claim 8 (column 6, lines 32-58, refer to 
computer and digital processing system). 

Regarding claim 16, Friedman discloses a computer-readable recording medium recording 
a computer program defined in claim 15 (column 16, lines 46-67, refer to storage medium). 

With regard to claims 8-14, the arguments analogous to those presented above for claims 
1, 2, 3, 4, 5, 6 and 7 are respectively applicable to claims 8-14. 

Other prior art cited 

3. The prior art made of record and not relied upon is considered pertinent to applicant's 
disclosure. 

(U.S. patent 7,1 14,177) to Rosenberg et al is cited for web site identity assurance. 
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(U.S. patent 7,043,019) to Tehranchi et al is cited for copy protection for digital motion 
picture image data. 

(U.S. patent 5,875,249) to Mintzer et al is cited for invisible image watermark for image 
verification. 



4. Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Seyed Azarian whose telephone number is (571) 272-7443. The 
examiner can normally be reached on Monday through Thursday from 6:00 a.m. to 7:30 p.m. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Matthew Bella, can be reached at (571) 272-7778. The fax phone number for the 
organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 
Application information Retrieval (PAIR) system. Status information for published application 
may be obtained from either Private PAIR or Public PAIR. 

Status information about the PAIR system, see http:// pair-direct.uspto.gov. Should you have 
questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) at 
866-217-9197 (toll-free). 

Seyed Azarian 
Patent Examiner 
Group Art Unit 2624 
April 17, 2007 
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